WIDOWERS SUPPORT NETWORK
PRIVACY POLICY

Effective Date: January 1, 2025
Last Updated: November 24, 2025

1. Introduction

Welcome to Widowers Support Network ("WSN MEN," "we," "us," or "our"). WSN MEN is a
subsidiary of WidowWise LLC, a Florida limited liability company. We are dedicated to
providing support, education, and community to widowed men.

We understand that widowhood is a deeply personal experience, and protecting your privacy
is fundamental to our mission. This Privacy Policy explains how we collect, use, protect, and
handle your personal information when you use our membership platform and services.

What Happens in WSN MEN Stays in WSN MEN. We do not sell, rent, or trade your
information to anyone. Your data stays within our community.

2. Information We Collect

2.1 Information You Provide to Us

Account Registration:
* Full name
* Email address
» Password (encrypted and never stored in plain text)
* Membership type and subscription details

Payment Information:
» Payment information is processed securely through our third-party payment

processor

* We do not store your complete credit card numbers or banking information on our
servers

« We retain only transaction records and the last four digits of your payment method for
reference

Optional Member Directory Information:
You have complete control over whether to participate in our member directory and what
information to share. You may choose to provide:
» City, state, or general location
Phone number
Profile photo
Brief biography or personal story
Social media links
Contact preferences (email, phone, text)
Other information you wish to share with fellow members

Communications With Us:
» Support inquiries and feedback
* Responses to surveys or questionnaires
» Messages sent through our platform



Sensitive Personal Information:

We recognize that certain categories of information require additional protection. We may
collect limited sensitive information such as account login credentials (secured through
encryption). We do not collect or process other categories of sensitive data such as precise
geolocation data, racial or ethnic origin, religious or philosophical beliefs, health diagnosis or
treatment information, sexual orientation, citizenship or immigration status, or genetic or
biometric data for identification purposes.

If you voluntarily share such information with us (for example, in community forums or
support communications), we will handle it with appropriate care and confidentiality.

2.2 Information We Collect Automatically

When you use our website and membership platform, we automatically collect:
» |IP address and general location
» Device type and browser information
» Pages visited and time spent on our site
* Login dates and times
» Referring website information

3. How We Use Your Information
We use your information solely to provide and improve our membership services:

Data Minimization Principle:

We collect and process only personal information that is reasonably necessary and
proportionate to provide the services you request. We do not collect excessive or
unnecessary information.

Essential Services:
» Create and maintain your membership account
* Process subscription payments and renewals
* Provide access to member resources and content
» Authenticate your login and ensure account security
* Send important service announcements and account notifications
* Respond to your support requests

Optional Communications:
+ Send newsletters and educational content (you can opt out at any time)
* Notify you of new programs, events, or resources
* Request feedback to improve our services

Platform Improvement:
* Analyze usage patterns to enhance member experience
+ Identify technical issues and improve website performance
» Develop new resources based on member needs

Legal Compliance:
» Comply with applicable laws and regulations
* Protect against fraud, security threats, or illegal activity
» Enforce our Terms of Service



4. Member Directory & Information Sharing

4.1 You Control Your Visibility

Participation in the WSN MEN member directory is completely optional. You decide:
Whether to appear in the directory at all

Which specific fields to display (name, location, contact info, etc.)

What biographical information to share

Whether to include a profile photo

» How other members can contact you

You can update these preferences at any time through your account settings, or you can
request assistance from our support team.

4.2 Directory Privacy Protections

Access Restrictions:
* Only active, logged-in WSN MEN members can view the directory
» Directory information cannot be downloaded, exported, or scraped in bulk
* We actively monitor for and prevent unauthorized access

Member Responsibility:
* Members agree to use directory information only for respectful peer support
» Sharing another member's information outside WSN MEN without permission is
strictly prohibited
* Violations may result in membership termination

4.3 Our Commitment: No External Sharing
We Do Not Sell Your Data. Period.

We do not, and will never:
» Sell your personal information to third parties
* Rent or trade your contact information
» Share your data with marketers, advertisers, or data brokers
» Provide your information to other organizations (except as required by law)

Your information stays within WSN MEN and is used only to serve our community.

5. Third-Party Service Providers

We work with carefully selected service providers to operate our platform. These
providers have access only to the information necessary to perform their specific functions
and are contractually obligated to protect your data.

Categories of Service Providers:

+ Website Management: Zipline Interactive manages our website platform and
infrastructure

+ Email & Communications Security: Impact Technology Group manages our
Microsoft/Outlook email systems and monitors communications for security purposes

« Payment Processing: Secure processing of subscription payments (PCI-DSS
compliant) (Stripe)

« Email Delivery: Sending newsletters, notifications, and communications (Microsoft)

*  Membership: Membershipworks manages our membership plugin

* Analytics Tools: Understanding website usage through aggregated, anonymized
data (Google)

Important Note on System Monitoring:



Our systems are monitored for security purposes by Impact Technology Group, not by WSN
MEN staff. This monitoring is conducted solely to:

* Detect and prevent security threats

+ Ensure system stability and performance

* Protect against unauthorized access or data breaches

* Maintain compliance with security standards

This vendor cannot use your information for their own purposes and must maintain the same
level of data protection we provide.

6. Data Security
We take the security of your information seriously and implement multiple layers of
protection:

Technical Safeguards:

» SSL/TLS encryption for all data transmitted between your device and our servers

» Secure password storage using industry-standard hashing and encryption

» Regular security audits and vulnerability assessments conducted by qualified
vendors

» Secure backup systems with encryption

» Firewall protection and intrusion detection

» Continuous security monitoring by Zipline Interactive (website) and Impact
Technology Group (email/communications)

Access Controls:
* Limited staff access to personal information on a need-to-know basis
» System security monitoring performed by qualified vendors, not internal staff
+ Two-factor authentication for administrative access
» Regular security training for our team
* Logging and monitoring of all access to member data

Payment Security:
» PCI-DSS compliant payment processing
* No storage of complete credit card numbers on our servers
* Tokenized payment information

While we implement robust security measures, no system is 100% secure. We continuously
monitor and update our security practices to protect your information.

7. Your Privacy Rights & Choices

You have significant control over your personal information:

7.1 Access & Correction

* View all personal information we hold about you
» Correct any inaccurate or outdated information
* Request a copy of your data in a portable format

7.2 Account Management

* Update your profile and directory preferences at any time
« Change your communication preferences
» Control what information is visible to other members

7.3 Deletion



* Request deletion of your account and associated data
+ Choose whether to retain access to resources during a grace period
* Understand that some information may be retained for legal/financial compliance

7.4 Communication Preferences

+ Opt out of newsletters and promotional emails (while still receiving essential account
notifications)

* Manage email frequency and content preferences

* Unsubscribe links are included in all non-essential communications

7.5 Cookie Controls

* Adjust your browser settings to block or delete cookies
* Note that some cookies are essential for platform functionality

How to Exercise Your Rights:
* Email us at: info@widowerssupportnetwork.com
Call us at: 941-210-0050
Log in to your account and update settings directly
Mail us at: WidowWise LLC, 12465 Golden Sage Drive, Sarasota, FL 34238

We will respond to your request within 30 days.

8. Data Retention

Active Membership:

We retain your information for as long as your account is active to provide you with
uninterrupted service.

After Membership Ends:
* Account data: Retained for 180 days to allow for potential reactivation
» Financial records: Retained for 7 years as required by law
+ Directory profile: Immediately removed from member visibility
» Aggregated analytics: May be retained in anonymized form indefinitely

Upon Deletion Request:
We will delete your information within 30 days, except where retention is required by law or
to resolve disputes.

9. Cookies & Tracking Technologies

9.1 Types of Cookies We Use

Essential Cookies (Required):
* Login session management
» Security and fraud prevention
* Remembering your preferences and settings
+ Essential platform functionality

Analytics Cookies (Optional):
* Understanding how members use our platform
+ Identifying technical issues
* Measuring the effectiveness of new features
» All analytics data is aggregated and anonymized

We Do Not Use:
* Advertising or tracking cookies



» Third-party cookies for behavioral advertising
» Cross-site tracking technologies
» Social media tracking pixels

9.2 Managing Cookies

You can control cookies through your browser settings. However, blocking essential cookies
may prevent you from using certain features of our platform. Most browsers allow you to
view and delete cookies, block cookies from specific sites, block all cookies, and clear
cookies when you close your browser.

9.3 Universal Opt-Out Mechanisms

We respect browser-based privacy signals, including Global Privacy Control (GPC), as
required by applicable state privacy laws. When we detect a valid opt-out signal from your
browser or device:

*  We will honor your preference to opt out of the sale or sharing of your personal
information

*  We will not use your information for targeted advertising purposes

* Your preferences will be applied automatically across our platform

How to Enable Universal Opt-Out:

You can enable these privacy signals through privacy-focused browsers (Brave,
DuckDuckGo, Firefox), browser extensions (Global Privacy Control, Privacy Badger,
OptMeowt), or device-level privacy settings. These mechanisms allow you to set your
privacy preferences once, rather than opting out on each website individually.

10. Third-Party Links

Our platform may contain links to external websites, resources, or services that are not
operated by WSN MEN. These third-party sites have their own privacy policies, and we are
not responsible for their practices. We encourage you to review the privacy policy of any
third-party site you visit.

11. Children’'s Privacy

WSN MEN is designed for adults and our services are not directed to individuals under 18
years of age. We do not knowingly collect personal information from minors under 18.

Enhanced Protections:
* We do not knowingly collect, use, or disclose personal information from anyone
under 18
* We do not sell personal information of individuals under 18
* We do not use personal information of individuals under 18 for targeted advertising
+ If we become aware that we have inadvertently collected information from someone
under 18, we will delete it promptly

If You Are a Parent or Guardian:
If you believe we have collected information from a minor under 18, please contact us
immediately at info@widowerssupportnetwork.com so we can delete the information.



12. State Privacy Rights

As of November 2025, 20 U.S. states have enacted comprehensive privacy laws. While
WSN MEN's operations may not meet all thresholds that trigger these laws, we respect the
privacy rights of all members regardless of location and have designed our privacy practices
to meet or exceed requirements across all states.

States with Comprehensive Privacy Laws:

California, Colorado, Connecticut, Delaware, Florida, Indiana, lowa, Kentucky, Maryland,
Minnesota, Montana, Nebraska, New Hampshire, New Jersey, Oregon, Rhode Island,
Tennessee, Texas, Utah, and Virginia.

Core Privacy Rights Available to Residents of States with Privacy Laws:

+ Right to Know: Understand what personal information we collect and how we use it

* Right to Access: Request a copy of your personal information

* Right to Correct: Request correction of inaccurate personal information

* Right to Delete: Request deletion of your personal information (subject to legal
exceptions)

* Right to Opt Out: Opt out of sale of personal information, processing for targeted
advertising, or profiling

* Right to Data Portability: Receive your information in a portable, machine-readable
format

* Right to Non-Discrimination: Exercise privacy rights without being denied service
or receiving different pricing

Special State-Specific Rights:

California Residents have additional rights under CCPA/CPRA, including the right to opt out
of sharing personal information for cross-context behavioral advertising. Colorado,
Connecticut, and Texas Residents have rights regarding automated decision-making and
profiling. Minnesota Residents have the right to question the result of profiling. Maryland
Residents benefit from stricter data minimization requirements and prohibitions on targeted
advertising to individuals under 18.

Universal Opt-Out Mechanisms:

Residents of California, Colorado, Connecticut, Delaware, Maryland, Minnesota, Montana,
Nebraska, New Hampshire, New Jersey, Oregon, and Texas have the right to use browser-
based universal opt-out signals (such as Global Privacy Control) to exercise opt-out rights
automatically. We honor these signals as described in Section 9.3.

How to Exercise Your State Privacy Rights:
Contact us using the information in Section 15. We will respond to verified requests within
the timeframes required by applicable state law (typically 30-45 days).

13. Changes to This Privacy Policy

We may update this Privacy Policy periodically to reflect changes in our practices,
technology, legal requirements, or other factors.

How We Notify You:
« Email notification to all active members
* Prominent notice on our website and member dashboard
+ Updated "Last Modified" date at the top of this policy

Your Continued Use:



Continued use of our platform after changes take effect constitutes acceptance of the
updated policy. If you disagree with any changes, you may close your account.

Material Changes:
For significant changes that materially affect your rights, we will provide at least 30 days
notice and may require affirmative consent.

14. Community Guidelines & Member Responsibility

Your privacy is also protected by our community standards:

Members Agree To:
» Use directory information only for respectful peer support
* Keep sensitive information shared in private forums confidential
* Respect the privacy and anonymity preferences of other members
* Report any suspected privacy violations or misuse of member information

Prohibited Actions:
» Sharing another member's contact information without permission
» Copying, downloading, or scraping directory data
» Using member information for commercial purposes
* Harassing or unwanted contact with other members

Violations of these guidelines may result in account suspension or termination.

15. Contact Us

We are here to answer any questions about this Privacy Policy or our privacy practices.

Privacy Inquiries:
*  Email: info@widowerssupportnetwork.com
* Phone: 941-210-0050
* Mail: WidowWise LLC, 12465 Golden Sage Drive, Sarasota, FL 34238

General Support:
* Email: info@widowerssupportnetwork.com
*  Phone: 941-210-0050

16. Our Privacy Commitment

At WSN MEN, we understand that opening up about grief and loss requires trust. We are
committed to:

v Transparency: Being clear about what data we collect and why
v Control: Giving you choices about your information

v Security: Protecting your data with robust safeguards

v Respect: Honoring the sensitive nature of widowhood

v Integrity: Never selling or misusing your information

Your privacy is not just a legal obligation—it's fundamental to the safe, supportive
community we're building together.

© 2025 WidowWise LLC. All rights reserved.



